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Abstract
As a result of the development and information revolution that occurred in recent decades, armed
conflicts and grave violations have moved to the virtual information world. The information space or cyber
space has become an arena for international conflicts, including espionage, hacking, and controlling
databases that affect the national security of states.
Cyber attacks have become a means to commit crimes without losses, whether material or human. If
military force costs states a lot of losses at all levels, then cyber attacks have enabled states to implement
their plans and strike the systems of another state with a single click. The effects of their destruction may
exceed the effects of traditional grave violations, whether it be the destruction of infrastructure or human
losses, especially after the cyber attack launched by Russia against Estonia in 2007, which caused a
complete paralysis of the state and its vital military and governmental facilities, as it is considered the first
cyber attack launched by one state against another.
In this regard, the information space is viewed as the fifth domain of warfare by the military, as the "U.S.
Department of Defense" states that "although cyberspace is a man-made domain, it is as critical to military
operations as land, sea, air, and space".
Therefore, is it possible for these cyber attacks to be considered international crimes according to Article
(5) of the Rome Statute of the International Criminal Court, and fall within its jurisdiction and thus its
admissibility before it, and what distinguishes these attacks from cyber crimes and cyber wars, in addition
to the legal classification of these cyber attacks.
Keywords: Cyber attacks, relative gravity, cyber crimes, cyber warfare, International Criminal Court.
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