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Abstract
In general, security is of great importance to society and the state, and it is a dynamic concept that
develops with the development of local, regional and international conditions and tools. The state does
not stop at a certain level of security or reach a certain level of stability, but rather continues to achieve
the best for fear of threats in the future. Therefore, security is a relative and not absolute state. The word
cyber is derived from the English word cyber, which means communication networks, the Internet,
information networks and various digital systems. Cyber security is a package of operations and
procedures that aim to secure and protect networks, computers, programs and data from attack, damage,
theft and unauthorized access, as well as from disruption or obstruction of the services they provide.
Regarding the challenges of cyber security, it is found that there are several challenges facing cyber
security, including: weak infrastructure, weak development planning, weak electronic security. The
concept of security has many dimensions, the most prominent of which are: the military dimension, the
economic dimension, the social dimension, and the legal dimension. There is no doubt that cyber security
crimes have three pillars, represented by each of: the material pillar, the moral pillar and the supposed
pillar. The Budapest Convention is the first and most prominent convention on cybercrimes. It is European
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in origin but has a global character. It has been signed by (21) countries. In the same context, it is noted
that this convention stipulated the designation of a group of terrorist acts through illegal cyber means.
Regarding the legislative framework for confronting cybersecurity crimes and their safety in Iraq and the
Kurdistan Region, and when following the position of the Iragi and Kurdish legislators, we notice that the
Iragi and Kurdish criminal legislation system is devoid of any criminal law specific to combating
cybersecurity crimes. However, the Iraqi and Kurdish legislators have taken a number of measures
indirectly to confront cybersecurity crimes and state security and safety crimes in Iraqg. For example: Iraqi
Penal Code, Anti-Terrorism Law in Iraq, Iraqi Counter-Terrorism Service Law, Law on Preventing the
Misuse of Communications Devices in the Kurdistan Region - Iraq, Anti-Terrorism Law in the Kurdistan
Region - Iraq.

Keywords: cybersecurity, national security, cybersecurity crimes, cybersecurity challenges, National
legislation, international agreements.
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